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Abstract

Conventional encryption algorithms are
expected to be broken in a large-scale
quantum computer. It is not a question of
yes or no, we don't know when it will happen,
whether within this or the following decade.
If you ask how we can deal with the coming
threats to the cryptography currently in
use, fortunately, we have a response. There
are two ways, post-quantum cryptography
(PQC) and quantum key distribution (QKD).
The PQC standardization process began in
2016 and it's still open, within the process,
the world’s cryptographic experts were
called to submit candidate algorithms, now

we have selected four and we expect the
next three this year. Another approach is
not based on mathematical algorithms but
on quantum physics principles, which is the
idea of quantum key distribution (QKD). The
speech will briefly introduce the principles
of cryptography in the beginning, then will
continue with the Open Quantum Safe
project and the major part will be devoted
to the QKD. A substantial part will be about
issues of QKD networks and the speaker will
share his experience from recently finished
H2020 OpenQKD and NATO Quantumb
projects.



